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Step by Step Guide for testing and onboarding on eSakshya Platform  
 
 

1. ICJS Nodal Officer of a District of any State/ UT will create Police Station wise authorised 

users to access the eSakshya Mobile Application on ICJS platform.  

(Annexure A) 

2. Authorised users of Police Station can 

a. download eSakshya Mobile Application from mSeva Mobile App Store. 

b. install eSakshya mobile app on mobile phone. (User Manual at Annexure B) 

c. test the eSakshya mobile app thoroughly. 

3. ICJS Nodal Officer of State / UT will upload UAT certificate of eSakshya based on the 

testing feedback of the mobile app from authorised users of police stations. (Annexure C 

Section II) 

4. Onboarding Process for Go Live on eSakshya Platform:  

a. Registration for Sakshya Locker (Annexure D):  

• Registration of State/UT: Nodal Officer of  State/UT will register in API Setu 

Portal (https://apisetu.gov.in/) by submitting Basic Details, Organizational details 

and completing the Sign-Up process. 

• Sakshya Locker Agreement: Sakshya Locker team of NeGD will share the 

draft agreement, payment and other formalities.  

• Generation of Client ID and Secret Key: Subsequent to the singing of 

agreement, Nodal Officer of State/UT will generate Client ID and Secret Key.  

b. Sharing of Client ID and Secret Key: Nodal Officer of State/UT will update the 

Client ID and Secret Key received from API Setu platform with ICJS. (Annexure C 

Section I) 

c. Issuance of Go Live Certificate (Annexure C Section III) 

• Nodal Officer of State/UT will upload Go Live Certificate on ICJS to go online as 

per the mutual readiness. 

d. Confirmation of Go Live: ICJS will confirm the go live of eSakshya Platform for a 

State/UT. 

 

 

*************** 
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Annexure A 
 

 

 

ICJS User Creation Manual for 
eSakshya users 

  



Assign eSakshya Module to existing Police Station Users 
 

To let existing Police Station users access eSakshya Module, select the user from registered user list and 
click on module mapping option as shown below. 

 

 

 

Select the eSakshya Module to be assigned to any existing user 
 

 

 
 

 

 
 

 

 

 

 

 



Assign eSakshya Module to new Police Station Users 
 

1. Add Role - Add role eSakshya Users as Admin type for Police Station users. 

2. Menu Mapping –  After Role  creation, assign menu to that eSakshya Users role, 

based on user’s job function. 

3. Create User – After mapping, create user as Police Station Admin. 
4. Assign Module- After user creation assign eSakshya Module. 

 
 

 
 

Steps with Screen Shots 

1. District Admin adds Role 
a. Click on App Master 

b. On clicking Add Role, below screen appears 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

c. On clicking add (+) symbol, below screen appears 

Add Role 

• Admin Type 

Menu Mapping 

• Assign services / menu 
as per role 

Create User/ Assign 
Module 

• Create User 

• Assign eSakshya 
Module 



 

 

d. Enter Role (eSakshya) and select Role Type “Admin”. 

e. Click on Add button 

f. Confirmation message appears “Role added”. 
 

 
 

Note: One Admin Type role can be used to create multiple or all PS users. 

2. Menu Mapping – After adding Role, assign menu to that particular role 

a. Click on Menu mapping in App Master 

b. Select Role 

c. Select menu and click on Assign menu button to assign 

d. Click on Apply and Save button. 
 

 



 
Note: User can modify (Assign or Un-assign) menus any time. 

3. Create Police Station User. 
a. Click on Create User in User Management. (Below screen appears) 

 

 
 

b. Click on add (+) symbol to get below screen 
 

c. Select User Type as “Police User”, then created Role will appear under Roles. 

d. Enter all other details 

e. Click on Register button to create user. 
 

f. Confirmation message “User Created Successfully” appears. 



 

 
 

 

4. Module Mapping: 
To let existing users access eSakshya Module, select the user and click on module 

mapping option as shown below. 

 

 
Select the eSakshya Module to be assigned 
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Annexure B 
 
 
 

 
USER MANUAL FOR e-Sakshya MOBILE 

APP 
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Chapter 1 - Installation Guide 
1. e-Sakshya Mobile app can be installed on Android phones from mSeva 

(https://apps.mgov.gov.in/details?appid=270). 

2. It is possible that your mobile doesn’t allow to Install third-party apps without the Google Play Store. 

For granting permissions, follow the below steps : 

• For Android® 12 & higher 

a) Navigate to: Settings icon > go to {Apps}. 

b) Tap Menu icon (upper-right) 

c) Tap Special access 

d) Tap Install unknown apps 

e) Select the unknown app then tap the Allow from this source.  

  

https://apps.mgov.gov.in/details?appid=270


Chapter 2 - Authentication Process 
1. To use the e-Sakshya app, the user must enter their mobile number and enter OTP comes to the mobile 

number. 

 

  
2. The User must create a Login PIN for authentication and submit Login PIN.   

 

 

 
 
 
 

 

 

 

 

  



3. After entering the Login PIN in the mobile app, it is necessary that user should be registered with 

NSSO (Meri Pehchaan). User will be redirected to 'Meri Pehchaan' and login with mobile number 

with OTP.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 

4.  If you are not registered with ‘Meri Pehchaan’, you can register by providing your details. 

  



Chapter 3 - Mobile App Screens 
 

Screen Details App Screenshots 

1. After completing the authentication 

process, you will see the option 'New 

Sakshya', where you can submit new 

evidence. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2. Click on ‘New Sakshya’ and select the 

Purpose for submitting evidence from the 

following options: 

(i) BNSS176 – Scene of Crime 

Videography 

(ii) BNSS105 – Search and Seizure 

Videography 

(iii) BNSS185- Search by Police Officer 

Videography 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



3.1 BNSS176 – Scene of Crime Videography 

Screen Details App Screenshots 

1. If you select 'BNSS176 – Scene of 

Crime Videography', you must then 

choose one of the following 

options:  

(i) FIR,  

(ii) DDR, 

(iii) CNR No.   

              

After selecting the option, you needs to 

submit details, along with the date if 

necessary. 

 

2. Click on ‘Capture Video’ to record 

video (Maximum time limit for 

video be recorded not longer than 4 

minutes) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



3. After capturing video, the ‘add more’ 

option will be available.  

 

 

4. Click on ‘Capture Photo’ to add photo 

of evidence. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 



5. You can click on ‘Add more’ option for 

add more photos. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6. After submitting the photo, you have 

to submit witness details with 

witness’s photo. You can add more 

witnesses using ‘Add more’ option. If 

there are no witnesses available, you 

can skip this step. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



7. After submitting witness details, you 

have to submit Selfie of person 

recording Scene of Crime. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

8. Once the recording is freeze, the file 

will be categorized as Un-synced 

Sakshya. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

9. In un-Synced Sakshya, click on ‘Sync Sakshya’ 
to synchronize the file. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

10. After syncing, the sakshya file will appear in 
the Synced Sakshya. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 



11. In synced Sakshya, final file available, and you 

can download Certificate 63(4)(c) – Part A. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

12. Sample - Certificate 63(4)(c) – Part A 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 3.2 BNSS105 – Search and Seizure Videography  
 

Screen Details App Screenshots 

For Search and Seizure Videography, select 'BNSS105 – 

Search and Seizure Videography', you must then 

choose one of the following options:  

(iv) FIR,  

(v) DDR, 

(vi) CNR No.   

After selecting the option, you need to submit details, 

along with the date if necessary. 

     

 

 

 

 

 

 

     Note: The remaining processes are the same as 

the scene of crime videography. 

 

 

 

 

  



3.3 BNSS185- Search by Police Officer Videography 
 

Screen Details App Screenshots 

For Search by Police Officer videography, select 

'BNSS185 – Search by Police Officer Videography’, you 

must then choose one of the following options:  

(vii) FIR,  

(viii) DDR, 

(ix) CNR No.   

After selecting the option, you need to submit details, 

along with the date if necessary. 

 

 

 

 

 

 

        Note: The remaining processes are the same as 

the scene of crime videography. 
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Annexure: C 
 
 
 
 

 
 
 

Procedure to sharing client ID and Secret 
Key and Upload UAT/ Go Live Certificate 

for eSakshya on ICJS Portal 

 
         Section I – Steps to share Client ID & Secret Key            

         Section II – UAT Certificate Uploading Procedure & UAT Certificate templates  

         Section III – Go Live Certificate Uploading Procedure & Go live Certificate templates 

 



Section I - Steps to share Client ID & Secret Key 
 
 
 

Select the eSakshya Credentials menu from Menu list 
 

 
 
 
 
 
 

Enter Client ID and Secret Key generated from API Setu Portal and click on submit button  
 
 

 
 
 
 
 
 
 
 
 
 



 
 
Success message appears: 
 
 

 

  



 
Section II - Steps to upload UAT Certificate 

 

 
Select the eSakshya Certificates menu from Menu list and click on Upload UAT Certificate button 

 
 
Select the checkbox against the list of deliverables/ works and upload the UAT certificate and finally click on 
button Uplaod & Submit. 

 
 
 
 
 
 
 
 



 
 
 
Post uploading and submission success message appears as shown below: 
 

 
  



UAT Certificate (Template) 

 
 
State/ UT: _______________________    Date: __________________ 

Nodal Officer Name: _____________________ 

Designation: _____________________ 

This is to certify that eSakshya application trial has been successfully completed and 

accepted by ________________________________________ dated on _____________________. 

Total No. of users on-boarded for testing: ______________________ 

List of Accepted Deliverables/Work Yes/ No 

District Admin has created Police Station users on ICJS and have assigned eSakshya 
Module.   

Authorised users of Police Station have downloaded and installed eSakshya Mobile 
Application from mSeva Mobile App Store    

Authorised users have tested the eSakshya mobile app thoroughly.   

 
 

Certified as completed by and accepted by: 
 

Signature and stamp: _______________________ 

Date:          _______________________ 

 
  



 

Section III - Steps to upload Go Live Certificate 

 

 

 
Select the eSakshya Certificates menu from Menu list and click on Upload Go Live Certificate button 
Note: User can upload Go Live Certificate only after he has uploaded UAT certificate. 
 

 
 
 
 
Select the checkbox against the list of deliverables/ works  and upload the Go Live certificate and finally click 
on button Uplaod & Submit. 

 
 
 
 



 
 
 
 
Post uploading and submission success message appears as shown below: 

 
 

 
 

 



Go Live Certificate (Template) 

 
 
State/ UT: _______________________    Date: __________________ 

Nodal Officer Name: _____________________ 

Designation: _____________________ 

This is to certify that eSakshya application has been thoroughly tested and is ready to Go 

Live.  

List of Accepted Deliverables/Work Yes/ No 
ICJS Nodal Officer of State / UT has uploaded UAT certificate of eSakshya based on the 
testing feedback of the mobile app from authorised users of police stations.   

Nodal Officer of State/UT have registered on API Setu Portal.   

Nodal Officer of State/UT have generated the Client ID and Secret key from API Setu Portal 
and shared it with ICJS   

 
 

 
Certified as completed by and accepted by: 
 

Signature and stamp: _______________________ 

Date:          _______________________ 

 
 

 

 

 

  



 
Annexure: D 

 
 
 

Registration for Sakshya Locker 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
1. API Setu (Basic Details Page) 

 
 
 
 
 
2. API Setu (Organizational Details Page)  

 
 
 
 
 
 
 



 
3. API Setu Add Authorization Partner’s key 
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